
Manage and secure your workplace 
by controlling who, what, when, 
why, where and how people are  
allowed in your facility.

Securing the Workplace
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Executive Summary                         
OPTIMIZE TODAY’S WORKPLACE   

Protecting people, property and information has never 
been more important. Advances in technology now 
allow organizations of all shapes and sizes better control 
of their environment. Access control systems verify a 

person’s identity and privileges before granting physical access             
(to a building or place.) or logical access (to information or 
resources). Key requirements for systems include more advanced 
and secure access control, improved user convenience, an identity 
verification process and lower overall system implementation, 
management and administrative costs. 

Designing an effective secure physical access system includes 
considerations beyond the choice of credential and reader. 
Appropriate system design requires a full definition of  
organizational  goals and strategies. A thorough understanding  
of required functionality and existing security policies must be 
weighed against  budget requirements, legacy systems and 
integration to other systems of record.  

Total Cost of Ownership 
Cost of ownership is measured in a variety of ways.  Simply, the loss 
of a master key for a facility can cost thousands of dollars to simply 
re-key existing locks.  Even more concerning, the security of the 
building is vulnerable until the re-keying process is completed. In 
more complex illustrations risks and dangers of a breach in security 
and safety are virtually incalculable. 

A well designed and implemented Access Control system is able 
to immediately prevent a lapse in security with a few mouse clicks 
or a touch of a smart phone by eliminating the lost or stolen 
credentials. No other changes necessary! 

Application and Organizational Requirements
Organizations must consider many factors when implementing 
a new physical access control system. User interface, existing 
systems, performance and security requirements and levels of 
integration with other enterprise applications are just some of the 
key decision criteria.  Leverage technology and implement an 

The U.S. Chamber of 
Commerce estimates 
that theft by 
employees costs 
American companies 
$20 billion to $40 
billion a year. To 
pay for it, every man 
and woman working 
in America today 
contributes more than 
$400 per year.
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architecture that cost-effectively meets your security requirements.  
Determine the life cycle of the ID credential and what other 
systems will have interaction with it.
 
Additional Opportunities
Ideally, an access control system provides protection for people 
and for physical and intellectual property simultaneously.  The 
credential used for physical and logical access will also support 
computer network access, secure e-mail, digital signature and 
secure virtual private network (VPN). The goal of simultaneous 
protection will be achieved by sharing the secure databases 
dedicated to each type of application. This will enable centralized 
administrative control and analysis of authorized access attempts.  
By combining the monitoring information from both physical and 
logical systems, security polices will be universally enforced and 
investigated.  Information collected will be invaluable in analyzing 
risk enterprise wide.
 
Use of an access control system will result in other advantages to 
an organization:
•  Elimination or reduction of the need for multiple cards, PINs and 

access codes
•  Leveraging of legacy systems
•  Reuse of some physical access system components, while 

providing a significant increase in security
•  Elimination of the need to replace or collect cards when door 

privileges change     

Summary
Access Control creates a secure 
environment for all employees and 
building occupants. It empowers 
facility managers to make faster 
and better decisions at point of 
action.
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Everyday your organization is exposed to 
a variety of people. vIDix CONTROL gives 
you power over who, what, when, where, 
why and even how people are in your 

facility. Do you know the five W’s and H of your 
security plan?

Investigate your enhanced security and 
existing investment now!       
> Security Risk Assessment

Access Control                     
SECURE YOUR WORKPLACE

Take charge of your complete security plan 
with unlimited access possibilities. vIDix 
CONTROL eliminates the hassle of changing 
locks and keys when experiencing staffing 
changes or when someone misplaces their 
key.  Simply deactivate the badge and you 
are done.

http://www.vidixinsights.com/#!contact-us/c1kok
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Mobile Apps
Lock and unlock doors remotely, assign 
or change access rights for card holders. 
Terminate a card holder for immediate 
security and protection from threats.   

Muster List
During an emergency, when every second 
counts, use mobile devices as Muster 
Stations. Instantly identify who is in 
attendance, who is missing and who is 
in the wrong are from multiple devices. 
Within seconds, reports may be printed to 
multiple printers or exported to third party 
systems.

Leverage Existing Hardware
When your legacy Door Access system 
has reached its end of life, it’s important 
to know that you have options. Don’t be 
fooled into believing you must stay with 
what you have in order for everything 
to work with your existing badges, 
credentials, controllers or readers.  Increase 
security intelligence while leveraging your 
existing IP network, doors and locks.  vIDix 
CONTROL allows you to leverage your 
existing hardware to assure an affordable 
and easy upgrade!

Eliminate Physical Keys
Employee safety, employee turnover and 
internal and external losses are all common 
challenges businesses face in today’s 
corporate culture. Eliminate the risk of 
physical keys and create a full-featured 
business management tool.

Prevent Unauthorized Entry
The first threat to the workplace is 
unauthorized access to your door and time- 
sensitive areas or information.    

Schedule Doors & Times
Grant multiple schedules based on the door 
location, badge holder date and time or 
time frame. Schedule future lock and unlock 
events.   

Create Policies
Create your own access control policies. 
Guarantee access to buildings and protection 
of your personnel, visitors and assets. Use a 
common framework for both access control 
and workforce management. Enjoy the 
advantages of a 100 percent live, access 
control solution. Raise the awareness of 
security within your organization.

Video Surveillance Integration
Integrate an existing or new video 
surveillance system with vIDix CONTROL for a 
clearer, more immediate assessment of your 
workplace security status.
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System Components                        
Hardware Methods 

WAP

PIM

Wireless 
Gateway

EP 1502                   
OR                             

RP2500

One or more IP 
Cameras                           
(for live view)

System                       
Keypad                           

One or more 
Dome Cameras                           

LAN (TCP/IP)                               
Power-over-Ethernet                         
(PoE) capable                           

Access 
Control 
Server                        Intercom Switch                        

Multiple Intercom                    
Stations                       

 Workstation with integration op-
tions for DVR/NVR, CCTV, Intercom, 
Intrusion Detection, Wireless/IP 
Locksets, etc.                       

PoE Doors 
(unlimited)                      

Wireless 
Access Point                      

Wireless 
Doors                     
(see note)                      

Intrusion Detection 
Panel (TCP/IP)

One or more DVRs 
or NVRs                      

CCTV Matrix 
Switch                           

i
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Biometrics

Key               
FOBs   
   

Mobile 
Apps                

Schedule    
Control 

Keypad/                
Card Reader 

Proximity & 
Smart Cards

Near Field 
Communication 

Which Methods Are Right For You?
 

SCHEDULING
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System Components                        
Hardware Methods 

1. Locations 
2. Durability
3. Contractors 
4. Contingent Workforce
5. Cloud Services
 

                 

6. Remote Staff
7. Messaging
8. Mobility
9. Latest Software Code
10.  Employee Interaction
                 

Consider...
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vIDix LABOR provides the tools and information necessary 
to proactively manage your workforce allowing you to 
better control labor costs and improve productivity. 
Manage labor costs before they occur rather than after they 
happen. vIDix LABOR connects people in many different 
roles, enabling your organization to minimize time 
consuming administrative activities 
and maximize strategic insight into 
your workforce.

WORKFORCE and 

vIDix HR transforms HR practices from 
administrative to strategic.  Connect  
business processes and regulations,             
automate common administrative 
tasks and leverage industry best 
practices.        

Implement Identity Management and use credentials 
for time accounting, facility access, data collection and 
transactions at a company store or cafeteria.

Managing the Workforce

http://www.vidixinsights.com/#!mar-ta/c23fp
http://www.vidixinsights.com/#!mar-hr/c18dv
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WORKFORCE and WORKPLACE SOLUTIONS

vIDix CONTROL allows you to 
manage and secure your workplace 
by controlling who, what, when, 
where, why and how people                                                             
are allowed to access your facility. 

Video may be securely accessed anywhere at anytime, 
enabling faster response, investigation and incident 
resolution. 

vIDix INFO safeguards the workplace by strengthening 
and automating your Visitor Management process. 
Capture and store appropriate visitor details and 
electronically sign confidentiality, HIPAA, SOX and any 
other legal documents.  Information is available to mine 
data on demand for better decision making.     

Use security alerts and watch lists 
to identify specific visitors you do 
not want in your facility. Integrate 
with external watch lists to increase 
organizational protection.

i
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http://www.vidixinsights.com/#!mar-vi/c215v
http://www.vidixinsights.com/#!mar-da/cudq
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03 Years

Ban-Koe Company provides Workforce and Workplace Management solutions 
to thousands of organizations worldwide.  

Our solutions streamline Time Accounting, Human Resources, Access Control 
and Visitor Management providing our customers with solutions to meet today’s 
challenges.   

Our promise: we are committed to innovative solutions, customer service excellence 
and a rewarding work environment.  We strive for the respect and recognition of our 
customers and vendors.

Exceeding customer expectations since 1981.
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