
Securing the Workplace

In today’s world unknowns are no longer acceptable. Who is onsite and why, what is the status of 

my perimeter doors, are all of my systems secure? Complicated systems are no longer tolerable, 

they have to be effective and unproblematic, yet easy to use and understand. Most of the time 

users do not have the time to run reports. This information has to be quickly accessible, onsite or 

off.  

A well thought out Facility Access Control system will bring visibility to your day-to-day operations. 

It will provide the opportunity to modernize security policies and bring these into the 21st century. 

vIDix CONTROL will deliver a sense of security by providing the knowledge and tools needed to 

manage your facility each day, evening and weekend.

It is more 
important than 
ever to protect 

your people, 
property and 
information.

Securing the Workplace

vIDix CONTROL
Facility Access Control



Create Policies Create personalized access 
control policies for your organization. Review 
internal policies and needs then apply them to 
your system. Which employees need to have 
access to which part of the facility, which set of 
doors, and at what times? Which customer facing 
doors need to be unlocked, which days, and at 
what times?

Access Schedules & Door Groups Applying access 
schedules and assigned groups of doors provides 
employees with just the right amount of access to your 
facility. Schedules and door groups can be updated and 
changed in a matter of seconds keeping the system 
relevant to new changes in policy.

Modular Design Ensure each user has 
the correct level of access to allow proper 
management of the system.

01 APPLY YOUR POLICY

02 SECURE YOUR FACILITY

The Facility Access Control System can and should reflect the needs of you and your 
employees. vIDix CONTROL is designed to meet your policy needs.

The first threat to the workplace is unauthorized access to your facility. vIDix CONTROL 
will protect your facility from these threats and bring visibility to any unknowns.  

System Feedback What information do I need to stay on top of surrounding the employees and 
facility, and how should I receive this information? Do I need a report generated daily or weekly? 
Do I need email/text alerts on key aspects of the facility? All of this information can be delivered 
to you in different formats, so you can proactively manage your Facility Access Control System.

Momentarily Unlock Keep delivery or sporadically used 
doors locked throughout the day. With a push of a button 
or a click of the mouse let the delivery person in. Add 
an audio/visual intercom to validate who is making the 
delivery furthermore keeping the facility safe.

Two-Factor Authentication Add an additional layer 
of security to sensitive areas within your facility. Include 
a second authentication with a Personal Identification 
Number (PIN) or biometrics. This can be done throughout 
the day or initiated after hours.  

Lockdown The facility in a matter of seconds. This can be 
done from a physical button, your computer, or your mobile 
device. Lockdown all doors and decide who can have 
access or completely lock everyone out! Cancel Lockdown 
all together, or door by door so the facility can be properly 
cleared.
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System Status Provides instantaneous visual indication 
of the status regarding your facility at all times. Are any of 
the doors left open or currently unlocked? Are there any 
alarms currently active on the system? What is the status 
of the Windows® services, network connection and the 
door controllers? Now you will know the answers, either 
on site or off!  

03 MANAGE YOUR SYSTEM

04 MOBILITY

It’s 5pm on a Friday afternoon and time to leave for the weekend. What is the status 
of your facility?

These days’ people spend just as much time away from their desk or off site as they do on. They 
need to be confident that the information will come to them. 

Alarm Acknowledgments Don’t just sit there waiting 
for an alarm to come in on the system. This module 
will monitor all points on the system. In an event a 
pop-up and an audio alert will display. The alert will 
provide information on which point on the system 
is in alarm along with instructions to inform you of 
actions to take. Enter a response and password to 
acknowledge the alarm and report on the event.

Event Actions Any event on the system can be configured to send either an email or text alert to 
a user, or a group or users. These can be simple alerts on the system, as well as being informed 
of badge usage by employee or group of employees.

The vIDix Control Web App provides users the knowledge, freedom and flexibility to 
manage daily activities surrounding their facility as well as respond to incidents and 
emergencies from anytime, anywhere.

•	 Unlock a door or group of doors
•	 Momentarily unlock a door or group of doors
•	 Lock a door or group of doors
•	 Grant/revoke access by Person/Credential
•	 Lockdown the entire facility with one click
•	 Visual Alerts on all aspects of your system
•	 Initiate Mass Notifications from your smart device
•	 Activate other systems from remote locations
•	 Receive Email/Text Alerts on all aspects of your system
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Event Actions and Triggers Many times hardware needs to be controlled by software. Other 
times software needs to be manipulated by hardware. vIDix Control provides functionality so that 
configurable events can be used to trigger other actions or events within the system. 

05 INTEGRATE
Many instances the Facility Access Control System cannot operate as an independent 
system. It needs to leverage data from other systems, as well as integrate with other hardware 
platforms. vIDix Control provides the tools necessary to perform both tasks.

Databridges Why re-enter the same data? The problem with re-keying data is miss typing an 
important piece of information. vIDix Control provides tools which allow data to be pulled from 
other systems, this data can be filtered or translated before being used. These same tools can be 
used to export data from vIDix Control to be used by other key systems within your facility.

Leverage Existing Hardware While implementing your Facility Access Control System it is 
important to know that you have options. Increase your security intelligence while leveraging 
your existing IP network, readers and door locks. vIDix Control allows you to utilize your existing 
hardware to ensure an affordable and easy system upgrade.

Video Surveillance Integration Integrate with an existing or add a new video surveillance 
system along with vIDix Control. This will provide you a clearer, more immediate assessment of 
each event as well as the overall security status of your facility. 


